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MICROSOFT 365 TENANT
3 clients

How people sign in and how strong that is: methods by strength, admins without phishing-resistant MFA, the

methods policy, and password age and expiry.

Filtered view. Sign-in methods policy: 9 of 36 rows, Recommended is On. The headline figures cover

every row.

Sign-in methods policy 9

Which methods people may register and use, from the tenant's authentication methods policy, against what's

recommended for a small business.

Client Setting

Contoso Legal LLP Passkeys and security
keys (FIDO2)

Contoso Legal LLP Microsoft Authenticator

Contoso Legal LLP People can report an MFA
prompt they didn't expect

Fabrikam Dental Passkeys and security
Group keys (FIDO2)

Fabrikam Dental Microsoft Authenticator
Group

Fabrikam Dental People can report an MFA
Group prompt they didn't expect
Northwind Traders Passkeys and security

keys (FIDO2)

Northwind Traders Microsoft Authenticator

Northwind Traders People can report an MFA
prompt they didn't expect

Confidential - Prepared for All clients

Current
On for Break
glass

On for All users

Microsoft
managed

On for Break
glass

On for All users

Microsoft
managed

On for Break
glass

On for All users

Microsoft
managed

Recommended

On

On

On

On

On

On

On

On

On

Why

Needed for phishing-resistant
sign-in, which admins should
use.

The second factor most
people should use.

A reported prompt blocks the
account's risky sign-ins and
alerts admins.

Needed for phishing-resistant
sign-in, which admins should
use.

The second factor most
people should use.

A reported prompt blocks the
account's risky sign-ins and
alerts admins.

Needed for phishing-resistant
sign-in, which admins should
use.

The second factor most
people should use.

A reported prompt blocks the
account's risky sign-ins and
alerts admins.
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