PASSWORDS AND SIGN-IN METHODS: STRONGEST METHOD
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How people sign in and how strong that is: methods by strength, admins without phishing-resistant MFA, the
methods policy, and password age and expiry.

Filtered view. Strongest method: 12 of 12 rows, 1 column hidden. The headline figures cover every row.

Strongest method 12  6toreview

Each enabled member counted once, by the strongest method they have.

By strength

Phishing-resistant
Authenticator app or token
Phone (SMS or voice call)

None

Flag Strength

Phishing-resistant

Authenticator app
or token

® Medium Phone (SMS or
voice call)

® Medium None
Phishing-resistant
Authenticator app

or token

® Medium Phone (SMS or
voice call)

® Medium None

Phishing-resistant

Authenticator app
or token
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People

Admins

Share of

members

21%

47%

16%

16%

17%

28%

7%

48%

7%

39%

19
38
10
42

What it means

Bound to the real Microsoft sign-in page, so
a fake page can't relay it.

Strong, but a convincing fake sign-in page
can relay a code or push approval.

Weakest second factor: texts and calls can
be intercepted or moved to another SIM.

No second factor: the password alone gets
in.

Bound to the real Microsoft sign-in page, so
a fake page can't relay it.

Strong, but a convincing fake sign-in page
can relay a code or push approval.

Weakest second factor: texts and calls can
be intercepted or moved to another SIM.

No second factor: the password alone gets
in.

Bound to the real Microsoft sign-in page, so
a fake page can'trelay it.

Strong, but a convincing fake sign-in page
can relay a code or push approval.
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Passwords and sign-in methods: Strongest method - All clients

Flag Strength People Admins Share of What it means
members
® Medium Phone (SMS or 3 0 8% Weakest second factor: texts and calls can
voice call) be intercepted or moved to another SIM.
® Medium None 13 1 36% No second factor: the password alone gets
in.

Prepared by Harbour IT (help@harbourit.example - 0161 496 0000). Read from Microsoft 365 with read-only access; nothing was
changed. Data collected 12 Oct 2026, 06:36 UTC.
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