DEVICES: BITLOCKER RECOVERY KEYS

All clients

PREPARED BY
Harbour IT

DATE

12 Oct 2026

DATA COLLECTED
12 Oct 2026, 1716 UTC

o Harbour IT

MICROSOFT 365 TENANT

3 clients

Intune compliance, encryption and Windows support, BitLocker recovery keys saved in Entra ID, and every Entra ID device record.

BitLocker recovery keys 112

13 to review

Windows computers joined to Entra ID and seen in the last 90 days, and whether the BitLocker recovery key for the system drive is saved in Entra ID. Encrypted comes
from Intune. Office Sentry only reads that a key exists, never the key.

Flag
® Medium

® Medium

Client

Contoso Legal LLP
Contoso Legal LLP

Contoso Legal LLP
Contoso Legal LLP
Contoso Legal LLP
Contoso Legal LLP
Contoso Legal LLP
Contoso Legal LLP
Contoso Legal LLP
Contoso Legal LLP
Contoso Legal LLP
Contoso Legal LLP

Contoso Legal LLP

Confidential - Prepared for All clients

Device

DESK-SMITHO3

LAPTOP-WARD

DESK-HARRISONOG6
DESK-HUGHES15
DESK-MORRIS00
DESK-RECEPTION
DESK-TAYLORO09
DESK-WILSON12
LAPTOP-ALLEN16
LAPTOP-CLARKOS
LAPTOP-CLARK13
LAPTOP-DAVISO1

LAPTOP-EVANSO02

Join type

Entra joined
Entra joined

Entra joined
Entra joined
Entra joined
Hybrid joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined

Entra joined

Encrypted

Yes
Yes

Yes
Yes

Yes

Yes
Yes
Yes
Yes
Yes
Yes

Yes

Recovery key saved

No

No

Yes

Yes

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Keys saved

0

Last saved

27 Sep 2025
31Dec 2024

26 Mar 2026

29 Jun 2025
31 Mar 2025
1Dec 2024
27 Oct 2025
1Mar 2025
24 Feb 2026

25 Jan 2026

Last seen

2026-10-12 (today)
10 Oct 2026 (2 days ago)

2026-10-12 (today)

10 Oct 2026 (2 days ago)
10 Oct 2026 (2 days ago)
10 Oct 2026 (2 days ago)
11 Oct 2026 (1 day ago)

4 Sep 2026 (38 days ago)
10 Oct 2026 (2 days ago)
2026-10-12 (today)

10 Oct 2026 (2 days ago)
11 Oct 2026 (1 day ago)

10 Oct 2026 (2 days ago)
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Flag

® Medium
® Medium
® Medium
® Medium
® Medium
® Medium

® Medium

Client

Contoso Legal LLP
Contoso Legal LLP
Contoso Legal LLP
Contoso Legal LLP
Contoso Legal LLP
Contoso Legal LLP
Contoso Legal LLP
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group

Fabrikam Dental Group

Confidential - Prepared for All clients

Device
LAPTOP-FRASER
LAPTOP-HILLO7
LAPTOP-JOHNSONO4
LAPTOP-MARSH
LAPTOP-TAYLORO8
LAPTOP-THOMAS10
LAPTOP-WHITE14
DESK-SMITHO3

DESK-WHITE42

LAPTOP-EVANS26

LAPTOP-HUGHESM

LAPTOP-JACKSON49

LAPTOP-JONES34

LAPTOP-SCOTT19

DESK-ALLENO9

DESK-CLARKO6

DESK-EDWARDSO00

DESK-EVANS48

DESK-HALL15

DESK-HARRISON21

DESK-KHAN30

DESK-KHAN33

DESK-KING24

Join type

Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined

Entra joined

Encrypted
Yes
No
Yes
No
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes

Recovery key saved

Yes

No

Yes

No

Yes

Yes

Yes

No

No

No

No

No

No

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Keys saved

3

0

Devices: BitLocker recovery keys - All clients

Last saved

22 Sep 2026

26 Nov 2025

29 Jul 2025
30 May 2025

30 Jan 2025

29 Jun 2025
27 Sep 2025
26 Mar 2026
16 Apr 2022
31 Dec 2024
4 Jul 2024
8 Oct 2023
10 Jul 2023

5 Apr 2024

Last seen

11 Oct 2026 (1 day ago)

10 Oct 2026 (2 days ago)
11 Oct 2026 (1 day ago)

28 Aug 2026 (45 days ago)
2026-10-12 (today)
2026-10-12 (today)
2026-10-12 (today)

10 Oct 2026 (2 days ago)
10 Oct 2026 (2 days ago)
10 Oct 2026 (2 days ago)
10 Oct 2026 (2 days ago)
10 Oct 2026 (2 days ago)
2026-10-12 (today)

2026-10-12 (today)

11 Oct 2026 (1 day ago)
10 Oct 2026 (2 days ago)
11 Oct 2026 (1 day ago)
11 Oct 2026 (1 day ago)
2026-10-12 (today)

10 Oct 2026 (2 days ago)
11 Oct 2026 (1 day ago)
10 Oct 2026 (2 days ago)

10 Oct 2026 (2 days ago)
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Flag

Client

Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group

Fabrikam Dental Group

Confidential - Prepared for All clients

Device
DESK-LEWIS12
DESK-MOORE18
DESK-RECEPTION
DESK-ROBERTS45
DESK-ROBINSONS51
DESK-SCOTT36
DESK-WILLIAMS27
DESK-WOOD39
LAPTOP-BAKER23
LAPTOP-BROWNO1
LAPTOP-DAVIES38
LAPTOP-GREEN32
LAPTOP-HARRIS31
LAPTOP-JACKSON14
LAPTOP-JACKSON28
LAPTOP-JOHNSON47
LAPTOP-KHAN35
LAPTOP-KOWALSKI
LAPTOP-LEEO2
LAPTOP-LEE25
LAPTOP-OKAFOR
LAPTOP-PATEL46

LAPTOP-ROBERTS41

Join type
Entra joined
Entra joined
Hybrid joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined

Entra joined

Encrypted
Yes

No

Yes
No

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No

Yes

Yes

Recovery key saved

Yes

No

No

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

Yes

Yes

Keys saved

1

0

Devices: BitLocker recovery keys - All clients

Last saved

31 Mar 2025

15 Jul 2022

11 Apr 2023
6 Jan 2024
11 Jan 2023
5 May 2024
24 Feb 2026
10 Feb 2023
9 Aug 2023
8 Sep 2023
30 Jan 2025
7 Dec 2023
16 May 2022
11 May 2023
22 Sep 2026
25 Jan 2026

6 Mar 2024

15 Jun 2022

12 Nov 2022

Last seen

4 Sep 2026 (38 days ago)
2026-10-12 (today)

10 Oct 2026 (2 days ago)
2026-10-12 (today)

2 Sep 2026 (40 days ago)
10 Oct 2026 (2 days ago)
2026-10-12 (today)

10 Oct 2026 (2 days ago)
10 Oct 2026 (2 days ago)
11 Oct 2026 (1 day ago)

4 Sep 2026 (38 days ago)
2026-10-12 (today)
2026-10-12 (today)

11 Oct 2026 (1 day ago)
10 Oct 2026 (2 days ago)
11 Oct 2026 (1 day ago)
2026-10-12 (today)

11 Oct 2026 (1 day ago)
2026-10-12 (today)

4 Sep 2026 (38 days ago)
28 Aug 2026 (45 days ago)
2026-10-12 (today)

11 Oct 2026 (1 day ago)
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Flag

® Medium
® Medium
® Medium

® Medium

Client

Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group
Fabrikam Dental Group

Northwind Traders
Northwind Traders
Northwind Traders
Northwind Traders

Northwind Traders
Northwind Traders

Northwind Traders

Confidential - Prepared for All clients

Device
LAPTOP-ROBINSONO7
LAPTOP-SCOTT17
LAPTOP-SMITH13
LAPTOP-SMITH50
LAPTOP-TAYLOR43
LAPTOP-THOMASO8
LAPTOP-TURNER37
LAPTOP-TURNER44
LAPTOP-WALKERO4
LAPTOP-WALKER10
LAPTOP-WARD29
LAPTOP-WATSON40
LAPTOP-WILLIAMS16
LAPTOP-WILLIAMS20
LAPTOP-WOODO5
LAPTOP-WOOD22

DESK-LEEO3

LAPTOP-CLARK26

LAPTOP-MORRIS19

LAPTOP-WATSONM

DESK-BAKER27
DESK-CLARKEOO

DESK-EDWARDS33

Join type

Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined

Entra joined
Entra joined
Entra joined
Entra joined

Entra joined
Entra joined

Entra joined

Encrypted
No
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No
No
Yes
Yes
Yes
Yes

Yes
Yes
Yes
Yes

Yes
Yes

Yes

Recovery key saved

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

No

Yes

Yes

Yes

Yes

No

No

No

No

Yes

Yes

Yes

Keys saved

0

1

Devices: BitLocker recovery keys - All clients

Last saved

1Nov 2024

1Mar 2025

15 Feb 2022
13 Sep 2022
29 Jul 2025
12 Mar 2023
14 Aug 2022
26 Nov 2025

30 May 2025

1 Dec 2024
3 Aug 2024
27 Oct 2025

4 Jun 2024

6 Jan 2024
26 Mar 2026

10 Jul 2023

Last seen

11 Oct 2026 (1 day ago)
11 Oct 2026 (1 day ago)
10 Oct 2026 (2 days ago)
10 Oct 2026 (2 days ago)
11 Oct 2026 (1 day ago)
10 Oct 2026 (2 days ago)
11 Oct 2026 (1 day ago)
10 Oct 2026 (2 days ago)
11 Oct 2026 (1 day ago)
10 Oct 2026 (2 days ago)
2026-10-12 (today)

10 Oct 2026 (2 days ago)
10 Oct 2026 (2 days ago)
2026-10-12 (today)
2026-10-12 (today)
2026-10-12 (today)

2026-10-12 (today)
10 Oct 2026 (2 days ago)
2026-10-12 (today)
10 Oct 2026 (2 days ago)

2026-10-12 (today)
2026-10-12 (today)

11 Oct 2026 (1 day ago)
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Flag

Client

Northwind Traders
Northwind Traders
Northwind Traders
Northwind Traders
Northwind Traders
Northwind Traders
Northwind Traders
Northwind Traders
Northwind Traders
Northwind Traders
Northwind Traders
Northwind Traders
Northwind Traders
Northwind Traders
Northwind Traders
Northwind Traders
Northwind Traders
Northwind Traders
Northwind Traders
Northwind Traders
Northwind Traders
Northwind Traders

Northwind Traders
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Device
DESK-HILL15
DESK-HUGHES30
DESK-JACKSONO9
DESK-LEE24
DESK-RECEPTION
DESK-ROBINSON12
DESK-TAYLORO6
DESK-TAYLOR21
DESK-WRIGHT18
LAPTOP-EVANS10
LAPTOP-EVANS20
LAPTOP-EVANS23
LAPTOP-GREEN14
LAPTOP-HUGHES
LAPTOP-HUGHES16
LAPTOP-MARTIN22
LAPTOP-MOORE17
LAPTOP-PATEL
LAPTOP-PATEL13
LAPTOP-ROBERTS28
LAPTOP-ROBERTS31
LAPTOP-ROBINSONO1

LAPTOP-SCOTT25

Join type
Entra joined
Entra joined
Entra joined
Entra joined
Hybrid joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined

Entra joined

Encrypted
Yes
Yes
Yes

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Recovery key saved

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

No

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Keys saved

1

1

Devices: BitLocker recovery keys - All clients

Last saved
31Dec 2024
8 Oct 2023

29 Jun 2025

5 Apr 2024

31 Mar 2025
27 Sep 2025

4 Jul 2024

30 May 2025
3 Aug 2024
5 May 2024

30 Jan 2025

1Dec 2024
4 Jun 2024
1Nov 2024
22 Sep 2026
1Mar 2025
7 Dec 2023
8 Sep 2023
24 Feb 2026

6 Mar 2024

Last seen

2026-10-12 (today)

11 Oct 2026 (1 day ago)
11 Oct 2026 (1 day ago)
2026-10-12 (today)

10 Oct 2026 (2 days ago)
2 Sep 2026 (40 days ago)
10 Oct 2026 (2 days ago)
10 Oct 2026 (2 days ago)
2026-10-12 (today)

10 Oct 2026 (2 days ago)
10 Oct 2026 (2 days ago)
2026-10-12 (today)
2026-10-12 (today)

28 Aug 2026 (45 days ago)
10 Oct 2026 (2 days ago)
10 Oct 2026 (2 days ago)
11 Oct 2026 (1 day ago)
11 Oct 2026 (1 day ago)
11 Oct 2026 (1 day ago)
2026-10-12 (today)

11 Oct 2026 (1 day ago)
11 Oct 2026 (1 day ago)

2 Sep 2026 (40 days ago)
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N HarbourIT

Flag Client
Northwind Traders
Northwind Traders
Northwind Traders
Northwind Traders
Northwind Traders
Northwind Traders

Northwind Traders

Device
LAPTOP-SCOTT29
LAPTOP-SMITHO2
LAPTOP-SMITHO7
LAPTOP-TAYLORO4
LAPTOP-WATSON32
LAPTOP-WHITEOS

LAPTOP-WILSONOS8

Join type

Entra joined
Entra joined
Entra joined
Entra joined
Entra joined
Entra joined

Entra joined

Encrypted
No

Yes

No

Yes

Yes

Yes

Yes

Recovery key saved Keys saved
No 0
Yes 1
No 0
Yes 1
Yes 1
Yes 1
Yes 1

Devices: BitLocker recovery keys - All clients

Last saved

25 Jan 2026

26 Nov 2025
9 Aug 2023
27 Oct 2025

29 Jul 2025

Last seen

2026-10-12 (today)

10 Oct 2026 (2 days ago)
10 Oct 2026 (2 days ago)
2026-10-12 (today)

11 Oct 2026 (1 day ago)
2026-10-12 (today)

11 Oct 2026 (1 day ago)

Prepared by Harbour IT (help@harbourit.example - 0161 496 0000). Read from Microsoft 365 with read-only access; nothing was changed. Data collected 12 Oct 2026, 17:16 UTC.

Confidential - Prepared for All clients

Page 6 of 6



	All clients
	BitLocker recovery keys 112 13 to review


