MAIL RULES AND PROTECTION: CONNECTORS
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PREPARED BY DATE DATA COLLECTED MICROSOFT 365 TENANT
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Mail flow rules and what each does, connectors, and the anti-spam, anti-phishing and anti-malware policies (Safe Links and Safe Attachments too) with whom each
applies to.

Connectors 2

How mail reaches Microsoft 365 and leaves it other than directly: through a filtering service, a partner, or servers on the premises.

Client Connector Direction  Type On Domains Servers Encryption Last changed
Contoso Legal LLP From mail filtering service Incoming Partner  Yes  Any domain 198.51.100.20, 198.51.100.21 Required 31 May 2025
Contoso Legal LLP To mail filtering service Outgoing Partner  Yes  Any domain relay.mailfilter.example TLS with a certificate for the domain 31 May 2025
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