SIGN-IN ACTIVITY: ADDRESSES WITH MANY FAILURES

. o Harbour IT
All clients

PREPARED BY DATE DATA COLLECTED MICROSOFT 365 TENANT

Harbour IT 16 Oct 2026 16 Oct 2026, 04:00 UTC 3 clients

Failed and successful sign-ins over the last week by account, country and app: password guessing, unusual countries, sign-ins without MFA and risky sign-ins.
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Addresses with many failures 7

7 to review

Sign-in activity: Addresses with many failures - All clients

Addresses that failed against several accounts, or 5 or more times. One address trying 5 or more accounts is password spraying. Successful sign-ins from the same
address can be the office's own internet connection (people mistyping), or a guess that worked: check which.

Flag Client
® High Contoso
Legal LLP

® Medium Contoso
Legal LLP

® High Fabrikam
Dental
Group

Medium Fabrikam
Dental
Group

® Medium Fabrikam
Dental
Group

® High Northwind
Traders

Medium Northwind
Traders

Confidential - Prepared for All clients

IP address

203.0.113.66

198.51.100.7

203.0.113.66

203.0.113.15

198.51.100.7

203.0.113.66

198.51.100.7

Failed
sign-

ins

5

Wrong
password

Accounts
tried

Accounts

nobody@contoso.example, gHEXT#@contoso.
example, info@contoso.example, bobby.marsh@
contoso.example, annabel.fraser@contoso.
example

bobby.marsh@contoso.example

nobody@fabrikam.example, gHEXT#@fabrikam.
example, info@fabrikam.example, ben.okafor@
fabrikam.example, anna.kowalski@fabrikam.
example

noah.wood@fabrikam.example, jack.roberts@
fabrikam.example

ben.okafor@fabrikam.example

nobody@northwindtraders.example, g#EXT#@
northwindtraders.example, info@
northwindtraders.example, robert.hughes@
northwindtraders.example, ann.patel@
northwindtraders.example

robert.hughes@northwindtraders.example

Countries Successful
sign-ins from

here

BR 0
RU 0
BR 0
GB 22
RU 0
BR 0
RU 0

Last failure
(UTC)

11 Oct 2026, 23:04

12 Oct 2026, 02:20

11 Oct 2026, 23:04

13 Oct 2026, 13:01

12 Oct 2026, 02:20

11 Oct 2026, 23:04

12 Oct 2026, 02:20
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Sign-in activity: Addresses with many failures - All clients

Prepared by Harbour IT (help@harbourit.example - 0161 496 0000). Read from Microsoft 365 with read-only access; nothing was changed. Data collected 16 Oct 2026, 04:00 UTC.
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